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On May 30, 2023, the Cyberspace Administration of China issued the Guidelines for
the Filing of the Standard Contract of Cross-border Transfer of Personal Information
(1% Version) (“Guidelines”, (MAEEHEMESF&REE (5 ) in
Chinese), right before the effective date (June 1, 2023) of the Measures for Standard
Contract of Cross-border Transfer of Personal Information (“Measures”, (/N AfE S
HEEARAES [F709%) in Chinese).

The Guidelines sets forth specific requirements on the method, procedures and materials
for the filing of China’s standard contract for cross-border transfer of personal
information (“China SCC”), and addresses widely concerned issues like how to
conduct personal information protection impact assessment (“PIP1A”) for cross-border
data transfer.

This alert will introduce the Guidelines from a practical perspective for reference by
enterprises, especially multinationals, who will be able to use China SCC for
international transfer of personal information.

L. Application Scope

The Guidelines reiterates the application scope of the filing system for China SCC
stipulated in the Measures. Specifically, where personal information is provided abroad
by means of concluding China SCC, the following circumstances shall be met
simultaneously by the personal information handler:

(1) NOT a critical information infrastructure operator;
(2) has processed personal information of LESS THAN 1 million people;
(3) has NOT provided abroad personal information of MORE THAN 100,000 people

accumulatively since January 1st of last year; and

(4) has NOT provided abroad sensitive personal information of MORE THAN 10,000

people accumulatively since January 1st of last year.

I1. Method of Filing

As provided in the Measures, the filing of China SCC shall be applied for, with the
cyberspace administration at the provincial level, within 10 working days after the
China SCC enters into effect.

The Guidelines clarifies that, the submission shall be done by the delivery of written
materials accompanied by electronic versions of the materials. However, hopefully,
online filing platforms will be opened in the future, as Suzhou in Jiangsu Province has
opened an online channel for notifying security assessment for cross-border transfer of
personal information.
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III.  Materials for Filing

On the basis of the Measures, the Guidelines further specifies the following materials
to be submitted for filing:

(1) Unified social credit code certificate (i.c., business license) (photocopy with official

seal);
(2) ID card of legal representative (photocopy with official seal);

(3) ID card of the person in charge of application for filing (photocopy with official
seal);

(4) Power of attorney for the person in charge of application for filing (original);
(5) Statement of commitment (original);

(6) Standard contract of cross-border transfer of personal information (original);
(7) Personal information protection impact assessment report (original).

In addition to the China SCC (i.e., item (6) above), the Guidelines also includes
templates for the materials of (4), (5) and (7).

IV.  Filing Procedures

Upon receipt of the filing materials, the provincial cyberspace administration will
complete the review of the materials within 15 working days and notify the result of
filing. If it is approved, the registration number will be issued to the applicant. If the
filing is failed, the applicant will receive a notice and reasons for the rejection. If the
applicant is asked to supplement and improve the materials, it shall complete such
supplement and re-submit the materials again within 10 working days. The specific
process is as follows:

Submit materials to local
cyberspace administration

\4

Local cyberspace administration
review the materials

15 working days
Approved Not Approved

\4 \ 4

Registration Rejection and
number issued reasons issued

1

1

1

y
Re-submit the
-7- materials if

supplement is
asked to be made

10 working days
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V. Re-filing

Following the provisions under the Measures, the Guidelines also provides that, if any
of the following circumstances occurs during the validity period of the contract, a new
PIP1A shall be conducted, and China SCC shall be supplemented, re-concluded, and re-
filed:

(1) changes in the purpose, scope, type, sensitivity, manner, and place of storage of
personal information provided abroad or in the use or manner of processing
personal information by the overseas recipient, or extension of the storage period

of personal information abroad;

(2) changes in the policies and regulations on the protection of personal information in
the country or region where the overseas recipient is located, etc. that may affect

the personal information related rights and interests; or

(3) any other circumstances that may affect the personal information related rights and

interests.

VI. How to Conduct PIPIA?

How to conduct PIPIA for cross-border transfer of personal information has always
been a great concern of enterprises, the Guidelines provides a template for personal
information handler to follow.

In general, the template of PIPIA report is basically consistent with the template of
“Risk Self-assessment Report for Cross-Border Data Transfer” under the security
assessment system for cross-border data transfer, which mainly includes four parts: (1)
brief description of assessment work; (2) overall situation of cross-border transfer
activities; (3) assessment on the impact of proposed cross-border transfer activities; and
(4) impact assessment conclusion of cross-border transfer activities (please see the
template as attached for details).

VII. Looking Forward

Nine months after the implementation of the security assessment system for cross-
border data transfer, the China SCC filing system is coming into a new stage as of June
1, 2023. As the timely release of the Guidelines makes it clear how to carry out the
relevant work for China SCC filing, it is suggested for enterprises with needs for
international personal information transfer, who are able to apply China SCC filing
approach for cross-border data transfer, to make preparation for filing, so as to avoid

potential risks for data export activities in business operations in China.

-7 -
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Appendix: Bilingual Version of the Gudelines

The Cyberspace Administration of China releases the Guidelines forFiling Standard Contract of
Cross-border Transfer of Personal Information (st Edition) ( { PABEHIENESHET
ZI8E (55—hR)) ) on May 30, 2023. Dentons Team have prepared the English version (as
below) of this important rule for your quick reference. And please be noted that the English

version is NOT an official translation and is strictly for reference only.

(MANE BRI FEREE (B )
Guideline for Filing Standard Contract of Cross-border Transfer of Personal

Information (1st Edition)

N T RSB NG BEHF G AF&Z NGB S RES R, 5B ME 75
ARG T CDMME RS EE RS REE CGE—O ), WA NE R SRS R % %
TG BRI SRR AR ESRIE N 1.
In order to guide and help personal information handlers to standardize and orderly file a standard
contract of cross-border transfer of personal information, the Cyberspace Adminisration of China
(“CAC”) formulates the Guideline for Filing Standard Contract of Cross-border Transfer of
Personal Information (1st Edition), which makes instrcutions on the specific requirements for the
filing methods, procedures and materials of a standard contract of cross-border transfer of personal

information.

MNE B AP 8T 5 AN T A NG B BEbs & R 1007 s B R A NME B
R ARTE CME B AR HE G R ZNED) e, 2% RIR R F T NS % %
A personal information handler who provides personal information abroad by entering into a
standard contract with an overseas recipient shall, in accordance with the provisions of the Measures
for Standard Contract of Cross-border Transfer of Personal Information, file a record with the
provincial-level cyberspace administration where it is located in accordance with the this filing

guideline.

MANE BB S FZNE) B 2023 4 6 1 HEMEAT. ARSI NGB L HE
MG A7 &R NE B S & R NS R), FlE AT

-7 -
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The Measures for Standard Contract of Cross-border Transfer of Personal Information shall come
into effect on June 1, 2023. This guideline is formulated to guide and assist personal information
handlers in filing standard contracts of cross-border transfer of personal information (“SCC”) in a

standardized and orderly manner.

—. EHuEH

I Scope of Application

NG B AL E BT SRR A R 77 AR B AMR AN NS B, N2 R & R AIIE
A personal information handler could provide personal information outside of China by entering

into the SCC with the overseas recipient, provided that all of the following conditions are met:

(—) R B A R s
(1) The personal information handler is NOT a critical information infrastructure operator;
(=) A3 NAE EANH 100 75 A H;

(2) The personal information handler has processed personal information of LESS THAN 1 million

people;
(=) HEFE 1 1 iR rssh et NG B A 10 73K

(3) The personal information handler has NOT provided abroad personal information of MORE

THAN 100,000 people accumulatively since January 1st of last year; and
() B L1 1 HiERBiF RS s g NS 840 177 A/,
P ATBUEMECE B R MERTT A EAE R, WHBE .
(4) The personal information handler has NOT provided abroad sensitive personal information of

MORE THAN 10,000 people accumulatively since January 1st of last year.

Where otherwise provided by law, administrative regulations or the CAC, such provisions shall

apply.

MMNE BALEEFH GRS  55 T B RHIE R 2085 B 22 e Al A A5 Bl
VT SLARHE S R 77 a5 A it o

Personal information handlers shall not resort to quantitative splitting or other means to provide
personal information overseas that is legally required to pass a cross-border transfer security

assessment by entering into a SCC.
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URE R TN E B 54T
The following situations are all considered as cross-border transfer of personal information

behaviors:

(—) NNME BAC B e N i TSR A AR AN NS B AR . AP0 R 55841,
(1) The personal information handler transfers and stores the personal information collected and

generated in the course of operations within the territory of China to overseas;

()N BAL B WA A A N5 BRI, SO . H A AT DL
WL I TEL B

(2) The personal information collected and generated by the personal information handler is stored
in China, and overseas institutions, organizations or individuals can access, retrieve, download and

export;

(=) EZK M AE I E B Hoft A A5 B 54T 9.
(3) Other cross-border transfer of personal information behaviors stipulated by the CAC.

. ZBRFR

Il. Filing Methods

NN BACEEE B YR E A R ARz B2 10 M TAER W, itk el 5+t s Ak
ML T2, ] PTE LA (S T8 5
A personal information handler shall file a standard contract with the provincial-level cyberspace

administration of its location within 10 working days from the effective date of the contract.
=, BRHRE
1. Filing Procedures

P R R MBS . MRS K e RAR . A 7o B B A R
The filing procedures of an SCC include material submission, material checking and feedback of

filing results, supplementing or re-filing, etc.
(—) MEHERE

(1) Material Submission
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MNMNE BACFRF & ZhRES R, N B3R P AR (R LA 1):
For the filing of a standard contract by a personal information handler, the following documents
should be submitted (see Annex 1 for requirements).
1. it E AR et
Photocopy of unified social credit code certificate

2. EEMRBRNGHELFRZEN:

Photocopy of the legal representative’s ID card

3. KNS HEMFLEN
Photocopy of the case handler’s ID card

4. 2P NIBZATF AL 2)

Power of attorney for the case handler (see Annex 2 for the template)

5. USRI 3)

Letter of commitment (see Annex 3 for the template)

6. PR [FEA I 4)
SCC (see Annex 4 for the template)

7. (NG BRI PAGIRE ) (BAR ILFHF 5)

Personal Information Protection Impact Assessment Report (see Annex 5 for the template)
(=) MBI M S 15t 2 SR 45 R

(2) Material Checking and Feedback of Filing Results

BHEMEINEIR G, £ 15 D TAEH NSRS, FFlm D NGB A % 548
R

After receiving the materials, the provincial-level cyberspace administration will complete the
material checking within 15 working days and notify the personal information handler of the filing

results.

FRAR B AT, BT REK, B ERE IR NG B A EE R R T A
R, DNEE B E RS SRR IE A SRR, ERA e e E MR, A
H AL N A e e w A RDET 10 S TARE H IR
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The filing results include passing and failing. If the filing is passed, the provincial-level Cyberspace
Administration will issue a record number to the personal information handler; if the record is not
passed, the personal information handler will receive a notice of unsuccessful record and the reasons
for it, and if the personal information handler is required to supplement and improve the materials,
the personal information handler shall make supplementary and improvement and submit them again

within 10 working days.
(=) AhREEEH &R

(3) Supplementary or Re-filing

FERRES A RO L RIS 2 — /0, S B AR B B4 T A N5 BIRY
Wal A, Hh S B BT SARHE SR, R AT RN % ST Ak

If one of the following circumstances occurs during the validity of the SCC, the personal information
handler shall conduct a new personal information protection impact assessment, supplement or re-

conclude the SCC, and perform the corresponding filing procedures.

1AM NGB R HK JEE. M. BuRieiE. 7. TRAF IS s B ARk
JiAbEAS NAE B 5 sUREARM, B IR NS BB MR AT IR
Changes in the purpose, scope, type, sensitivity, manner, and place of storage of personal
information provided abroad or in the use or manner of processing personnal information by the

overseas recipient, or extension of the period of keeping cross-border personal information;

2. BEAMENCTT PITAE [ S 1 XA NS SRS BCRANIE I A A AR A 55 7] BERZ S A5
AL
Changes in the policies and regulations on the protection of personal information in the country
or region where the overseas recipient is located, etc. that may affect the rights and interests of

personal information;

3. ATRERCMIN NAE BB 1 HARIE I -

Any other circumstances that may affect the rights and interests of personal information.
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AN BAL IR AEARHE S (R ROW N AN FE VT SERRAE ST IR0, S22 16 i 7E 34 2 IR AS IR AL
FTERREL BT ARES R, N EE S AN TEEE FE A R M R A IR ]y 15
ANIAEH.

If a personal information handler makes supplementary to the concluded SCC within the validity
period of the standard contract, it shall submit supplementary materials to the provincial-level
cyberspace administration where it is located; if it re-enters into a new SCC, it shall re-filing. The

time for checking the supplementary or re-filing materials shall be 15 working days.

ANNAF B ARERE X PR S R USR03, $RACB MR, 1% RAEIT AR B, JFK
ES ERIW S IR E TR E

Personal information handlers are responsible for the authenticity of the materials submitted, and
those who submit false materials will be dealt with in accordance with the failure of the record, and

will be held legally responsible for the corresponding legal responsibilities.
M. &), 2REKRTR

V. Contact for Enquiries and Reports

H, 7 3 4 -bzht@cac.gov.cn

Email Address: bzht@cac.gov.cn

BE % H1%:010-55627565

Tel: 010-55627565

iKES

Annex
1. MANE BRI AES R BB R

Filing Material Requirements for Standard Contract of Cross-Border Transfer of Personal

Information

2. BIPNBBEEAE BERO
Power of Attorney for Case Handler (Template)

-7 -
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3. KiAS (BERO

Letter of Commitment (Template)

4. PNMNEEHEFRESE A
SCC (Template)

5. MME BRI RS BHO

Personal Information Protection Impact Assessment Report (Template)
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B 1

Annex 1

NG B I Sin A R & AR ER

Filing Material Requirements for Standard Contract of Cross-Border Transfer of

Personal Information

75 PR TR 2R

No. Document Requirement
g — Ak 5 FASUELF s BT 0 o 2

1
Unified social credit code certificate Photocopy with official seal
PEMRERANG HELF s BT 0 o 2

i Legal representative’s ID card Photocopy with official seal
2L IPNEHRUEST M A

’ Case Handler’s ID card Photocopy with official seal
L IPNEEFE D JR A

‘ Power of Attorney for the Case Handler Original copy
AT JR A

5
Letter of Committment Original copy
MWNEPSSis: v e asE JR A

6 Standard Contract of Cross-Border Original copy
Transfer of Personal Information
AN NAB BRI PP 4 JE At

7 Personal Information Protection Impact Original copy
Assessment Report
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B 2

Annex 2

LIPS (BB

Power of Attorney for Case handler (Template)

KRNLEE (GBS ) RPNGELPEZEFEEREN, IR AL 24
F (GOSN NGB EREG RS KL PN I NARBAALIAT A
B RMEARHE S A& RS R — VAT, BREITEEN LA TR, BRI T LUK
W, IR AR B R DT

I, name  (ID number: ), the legal representative of name of personal information handler,

hereby authorize name (1D number: ) of our entity as the case handler of the filing for

the standard contract of corss-border transfer of personal information. All actions of the case handler
in the process of filing for the standard contract on behalf of our entity, including the signed and
uploaded materials, are recognized by our entity and our entity will bear the corresponding legal

responsibility.
BRI £ A HE % A H
Authorization period: YYYY/MM/DD/ to YYYY/MM/DD
KIPNTEHERAERL
The case handler has no right to sub-entrust.
BRLARR () -
Name of Entity (Seal)
EEREN ()
Legal Representative (Sign)
g N (BT .
Case Handler (Sign)
F A H

YYYY/MM/D
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B 3
Annex 3
A
Letter of Commitment
A AL E A U

We solemnly undertake that:
= HEAANERRNEE. R A TP N IRIEME A AR

1. The collection and use of the filed cross-border personal information comply with the relevant

laws and regulations of the People’s Republic of China;

T HEMEBITAANRRES. . HEFAA R

2. All contents of the notification materials are true, complete, accurate and valid;
SORKBEETR T ETBL BARIE N i i 2 A PPl 1A NG BRI T SIARHE & [
(77 A B A AL

3. No resort to quantitative splitting or other means to provide personal information overseas that

is legally required to pass a cross-border transfer security assessment by entering into a SCC has

been made;
VO, N EEME SRR S A NG B b A 7] 45 58 TAE SR A 00 LR BE & IS 5

4. To provide the necessary cooperation and support for the filing of standard contracts for cross-

border transfer of personal information organized and implemented by CAC;

T MNE RIS TS R A 3 MH N, HERRZHARRAEE R
.

5. The personal information protection impact assessment is completed within 3 months prior to

the date of filing and has not changed significantly by the date of filing.
A BN FNIGE T 78 70 B LR RV AR, AR AN SR B I AR, TR R N IE A DT

We acknowledge and fully understand the content of the above commitment. If the commitment is

false or violated, it is willing to bear corresponding legal liabilities.
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FEERERN (BT -
Legal Representative (Sign):
BAL (FE) -

Entity (Seal):

¥ A H

YYYY/MM/DD
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P 4

Annex 4

e Kk (hig) HEm .55 B
R ERE R0 9 2/24 J2/25 2
R E T AL ORIE 100 5

B4k : 200120

9th/24th/25th Floor,

Shanghai World Financial Center,
100 Century Avenue,

Shanghai 200120, China

MM B SRS R

Standard Contract of Cross-border Transfer of Personal Information

e N RSN X IR A5 2 A = ) <

Developed by the Cyberspace Administration of China

N T B IREEAMENCOT A A N5 B i
Bk E e N LA E A SR A RULE 1
MNAE BRI RE, BRSNS B AR R AN
BRI NG BRI IR AN XL 55, &
I —BL TSRS,

In order to ensure that the activities of processing personal
information by an overseas recipient meet the standards of
personal information protection stipulated by the relevant laws
and regulations of the People’s Republic of China and to
specify the obligations and responsibilities of the personal
information handler and the overseas recipient, the Parties
hereby enter into this Contract upon negotiation.

MG B A Personal Information Handler:
Hodik: Address:
B & 7 1 Contact Method:
P IN Contact Person:
H Title:
BB Overseas Recipient:
Hodik: Address:
PR I7 2 Contact Method:
RN Contact Person:
ilA Title:

NG BALEEE 5EAMEIOT R AR &
FIZ)E T A ME B BiE s, 5 iEsh
RIFENLAT N, RG[EVAE]IT_FH BT
S (FLER, W),

ARG FIESORYE (NS s
FIINEY BIZERE, EAESREGFHIELH
BAHMRAATIR T, X7 a0 Hph 4 2 rl e
i the 57 P B Al & S E N i

Jire

The personal information handler and the overseas recipient

conduct activities related to personal information cross-border

transfer in accordance with this Contract. Both parties [have

signed] / [agree to sign] (a commercial contract, if any), on
(Day) (Month) (Year).

The body of this Contract has been drawn up in accordance
with the requirements of the Measures for Standard
Contractual Clauses of Cross-Border Transfer of Personal
Information. In the circumstance that not conflict with the
body of this Contract, any other agreements between both
parties can be detailed in Appendix II, which forms an integral
part of this Contract.

16/ 40




RADENTONS

dentons.cn

F—% EX

FEAGFS, LT OAAMES:

(P NERALHEERABEANNE R
AEPREB A ERE AL H 1. A BT
1, A N REATE S AMR A NE B
HHE. DN

() BEsMERIOTT AR AE TN RIEAT
E 5540 B NS BALE R LB NE B
HHP. DN

(=) DANE BALBEE B B AR YOT B
WRE—T77s ERRRTT™

(A5 R EA R NE B PTR
7 B ORI B AR

(TR R R AR LU T B3 HoAth Ty
AR A5 QIR A B rRAE B AR NA R
MIMER, NEREEA G RER .

N “BUEN NG B 25— Bl sl
A, BHIBARNBAMKE 22
REE NG W g2 feERNDNNE
B, B EEUEm. RE R0
BRI R, &R TR EER, U
LA+ VU % R RENIANNE R

(L EHU R e e N RICAE 4
UL EMERRT]

VO tARIERE 2 (i NRSE
AE M ak) (i N RO E 2k %
£35) (P N RS E A N E B RINED
(e N RSLAE Rkt (i NRIEA
HEREFFRE)  (DAGE R AR S F 75
%) e NRICAME AN .

(LA A R HARR €& SORIE 8 S5
FRAL BRI E 8 L —H

Article 1: Definition:

For purposes of this Contract, the following terms shall have

the following meanings, unless the context clearly requires

otherwise:

@)

)

®3)

(4)

®)

(6)

()

(8)

“Personal information handler” refers to organizations and
individuals who decide on their own the purposes and
methods of processing in the course of personal information
processing activities and who provide personal information
outside the People's Republic of China.

“Overseas recipient” refers to organizations and individuals
outside the People's Republic of China who receive
personal information from personal information handlers.
Personal information handler or overseas recipient are
referred to individually as a “Party”, and collectively as the
“Parties”

"Personal information subject™ refers to the natural person
identified or associated with the personal information.
"Personal information™ refers to all kinds of information
relating to an identified or identifiable natural person,
recorded electronically or by other means, and does not
include information that has been anonymized.

“Sensitive personal information” refers to personal
information that, if leaked or used illegally, could easily
lead to the infringement of a natural person’s human dignity
or endanger the safety of his or her person or property,
including biometric, religious beliefs, specific identity,
medical and health care, financial accounts, trajectory and
other information, as well as the personal information of
minors under 14 years of age.

“Regulatory  authority” refers to a Cyberspace
Administration of the People's Republic of China at or
above the provincial level.

“Relevant laws and regulations” refer to the laws and
regulations of the People’s Republic of China, such as the
Cybersecurity Law of the People’s Republic of China, the
Data Security Law of the People’s Republic of China, the
Civil Code of the People’s Republic of China, Civil

Procedural Law of the People’s Republic of China, and The

17/ 40
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dentons.cn

Measures for Standard Contractual Clauses of Cross-
Border Transfer of Personal Information.

(9) The meanings of other terms not defined in the Contract are

in line with those stipulated in the relevant laws and

regulations.

B MANERAEER S

ANNAE B ALERE BB AT T 51 L5

(—) FEHRAE SRR E AL B NAF
B AR AL N AE B AR TS BAL 2
H BT s 1 B/ v

() AN NE B AR FI 5RO (1
AmREE A AT IR NE
BB E R, BT A
FRMME. REFHIR, UEATHENANER
LB T MRS F I AN
BUEAN MNMERR, BN NE B T
FRFR AU N1 S A LS AL
IR . (ESRIEE . ATBUEMHLE AN 2
T HIIERS

(E)ETPANFRZABIMEAAN NE R
M, NMABRENMNEEERKEMER. &
LA+ VU 2 RBEEN NGB, B
AR AR S N R S BF i At 47 N ) B
IR W ATBUEAUELE B 24 S i A
B, NMARSHHEFEE.

() A~ N5 B AR S R S MR
TR ERZENNE B ERAH=T75%
m A, WA NE R EARLE 30 H N UIHIE
26, T DUKAEA G R A 250 =T %2 2 A
BRI

(o) S B SS 7B R BTN RO R
U0 BORAVE B A Tt (25 525 R AR B A
BHK. DPNEREIIRSE M. JEE K
RARRE . AR BEASR . S N1E B
LSR5 B PR AF YT BR <5 AT RE AT R AU A
FRZENE), CUEATAS RZE R L5

(%, B4tk Zhniffh. ViR
Hill S5 AR B it )

Article 2: Obligations of personal information handlers

Personal information handlers shall perform the following

obligations:

@)

@)

@)

(4)

Process personal information in accordance with the
relevant laws and regulations, and the personal information
provided transferred overseas is limited to the minimum
necessary to achieve the purpose of the processing.

Inform the personal information subject of the name of the
overseas recipient, the contact information, the purpose of
processing, the manner of processing, the type of personal
information, the retention period, and the manner and
procedure for exercising the rights of the personal
information subject as set out in Appendix | "Instructions
for the Cross-border Transfer of Personal Information™.
Where sensitive personal information is provided overseas,
the personal information subject shall also be informed of
the necessity of providing sensitive personal information
and the impact on the rights and interests of the individual.
However, except where laws or administrative regulations
provide that such notification is not required.

Where personal information is provided overseas on the
basis of individual consent, the separate consent of the
personal information subject shall be obtained. Where
personal information of minors under the age of fourteen is
involved, the separate consent of the parents or other
guardians of the minor shall be obtained. Where written
consent is required by law or administrative regulations,
written consent shall be obtained.

Inform the personal information subject that he or she has
agreed with the overseas recipient that he or she would be
a third-party beneficiary through this contract, and if the
personal information subject does not expressly refuse
within 30 days, he or she may be entitled to the rights of a

18/ 40




RADENTONS

dentons.cn

()RR B AMECT 1 2K A e M2
Ji SRR A e M ARARHE BT B A

(L) ER W E PR T HAMRBOT A
MNE BRI S f#1]

(J\)AZ IR SRR R DA [ 55 42
TiR B N B RIS R NG BRI
M PEAl o R PEA LR AR
1. NG B A FSE U7 A A N
SEMER. . TRAENEEE. B
Y, EEE.

2. MBA NGB AP, JEH . PR BUK
RERE, ANAAE B AT RE S A5 B A A i
R U o

3. SEAMRNOT AR A XL 5%, BLRJBAT
SCHHVEBERBORTE I . BE 155 RE TS PR Bt
BEANEER %4,

4. DNER MR ERIZN . BOA. .
ZR AREA SR RIS, DG B a4
PHIRIE RSB
5. A A AL SR DU 25 VAL S N A5 B R
PBCRAERNT & R EAT IR0 .
6. Hfth AT BERZ WS NS B B R A
T
RAFA NE B ORGPl 5 20 3
Fo

(URRAEAN NGB AR ZR A NG
BERBUAGFRIEIA . WP Kbk
HEREFSER, AN NE BT
BURIIATIR N, AIXEA S [FEIAAH O A 72t
ITIE AL,

(XA E R 55 B JEAT AR T 2AIE T
£.

(T MRIEAASIEEEER, FE
PURSRHA S R 26 =265+ — TR 115
B, BT S ME TR

()

(6)

O

(8)

third party beneficiary under this contract.

Make reasonable efforts to ensure that the overseas
recipient takes the following technical and managerial
measures (taking into account the risks to the security of
personal information that may arise from the purpose of
processing personal information, the type, size, scope and
sensitivity of personal information, the volume and
frequency of transmission, and the duration of the
transmission and retention of personal information by the
recipient abroad) in order to fulfil its obligations under this
Contract:
(Technical and management measures such as encryption,

anonymization, de-identification, access control, etc.)

Provide copies of the relevant legal regulations and
technical standards to the overseas recipient upon request.
Respond to regulator authorities' enquiries about the

personal information processing activities of overseas

recipients.
Conduct  personal information protection impact
assessments in accordance with relevant laws and

regulations for activities intended to provide personal
information to overseas recipients. The assessment will
focus on the following:

1.  The legality, legitimacy, and necessity of the purpose,
scope, and manner of processing personal information by
the personal information handler and the overseas recipient.
2. The scale, scope, type and sensitivity of the personal
information to be transferred overseas, and the risks to the
rights and interests of the personal information that may
result from the transfer of personal information.

3.  The obligations that the overseas recipient promises
to undertake, and whether the management and technical
measures and capacity to fulfil the obligations can
guarantee the safety of the personal information to be
transferred abroad.

4.  Therisk of personal information being tampered with,
destroyed, leaked, lost, illegally used, etc. after being

transferred abroad, and whether the channels for the
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protection of the rights and interests of personal

information are open, etc.

5.  Assess the impact of local personal information
protection policies and regulations on the performance of
the Contract in accordance with Article 4 of this Contract.
6.  Other matters that may affect the safety of personal
information to be transferred.

Keep the personal information protection impact

assessment report for at least 3 years.

(9) Provide a copy of this Contract to the personal
information subject upon request by the personal information
subject. In the case of commercial secrets or confidential
business information, the relevant content of the copy of this
Contract may be processed appropriately, provided that it does
not affect the understanding of the personal information
subject.

(10) Bear the burden of proof for the performance of the
obligations under this Contract.

(11) Provide the regulator with the information referred to in
Article 3(11) of this Contract, including the results of all
compliance audits, in accordance with the requirements of

relevant laws and regulations.
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Article 3: Obligations of overseas recipients

Overseas recipients shall perform the following obligations:

(1) Personal information shall be processed in accordance with
the agreement set out in Appendix | "Instructions for the
Cross-border Transfer of Personal Information™. In the case
of processing personal information beyond the agreed
purpose, manner of  processing and type of personal
information to be processed, the individual consent of the
personal information subject shall be obtained in advance,
and in the case of personal information of minors under 14
years of age, the separate consent of the parents or other
guardians of the minors shall be obtained.

(2) If entrusted by a personal information handler to process
personal information, the authorized handler shall process
personal information in accordance with the agreement
with the personal information handler and shall not process
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personal information beyond the agreed purpose and
manner of processing with the personal information
handler.
Provide a copy of this Contract to the personal information
subject upon request by the personal information subject. In
the case of commercial secrets or confidential business
information, the relevant content of the copy of this
Contract may be appropriately processed without affecting
the understanding of the personal information subject.
The processing of personal information in a manner that
minimizes the impact on the rights and interests of
individuals.
The personal information shall be kept for the shortest
period of time necessary to achieve the purpose of the
processing, and upon expiry of the retention period, the
personal information shall be deleted (including all
backups). If the personal information is entrusted to the
personal information handler and the entrustment contract
is not in force, invalid, revoked or terminated, the personal
information shall be returned to the personal information
handler or deleted and a written explanation shall be
provided to the personal information handler. If the deletion
of personal information is technically difficult to achieve,
processing other than storing and taking the necessary
safety protection measures shall be stopped.

Secure the processing of personal information in the

following manner:

1. Adopt technical and management measures including,
but not limited to, those in Article 2(5) of this Contract,
and conducting regular inspections to ensure the
security of personal information.

2. Ensure that persons authorized to process personal
information fulfil their duty of confidentiality and
establish minimum authorized access control
permissions.

In the event that personal information processed is or may

be tampered with, destroyed, leaked, lost, illegally used, or

provided or accessed without authorization, the following
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shall be carried out:

1. Promptly take appropriate remedial measures to
mitigate the adverse impact on the personal
information subject.

2. Immediately notify the person processing the personal
information and report to the supervisory authority as
required by relevant laws and regulations. The
notification shall include the following matters:

(a) The type of personal information that has been or
may be tampered with, destroyed, leaked, lost,
illegally used, provided without authorization or
accessed, the causes and the possible harm
caused.

(b) Remedial measures that have been taken.

(c) Measures that can be taken by the personal
information subject to mitigate the harm.

(d) Contact details of the person responsible for
processing the situation or the team in charge.

3. If the relevant laws and regulations require notification
to the personal information subject, the content of the
notification shall include the matters in item 2 of this
subparagraph. If entrusted by a personal information
handler to process personal information, the personal
information handler shall notify the personal
information subject.

4. Record and retain all circumstances relating to the
occurrence or potential occurrence of falsification,
destruction, leakage, loss, unlawful use, unauthorized
provision or access, including all remedial measures
taken.

(8) Personal information may be provided to a third party
outside the People's Republic of China only if the following
conditions are met:

1. There is a genuine business need.

2. The personal information subject has been informed of
the name or name of such third party, contact details,
the purpose of processing, the manner of processing,

the type of personal information, the period of
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retention, and the manner and procedure for exercising
the rights of the personal information subject. Where
sensitive personal information is provided to a third
party, the personal information subject shall also be
informed of the necessity of providing sensitive
personal information and the impact on the rights and
interests of the individual. However, except where laws
or administrative regulations provide that such
notification is not required.

Where personal information is processed based on the
consent of the individual, the separate consent of the
personal information subject shall be obtained. In the
case of personal information concerning a minor under
the age of fourteen, the separate consent of the minor's
parents or other guardians shall be obtained. If the law
or administrative regulations stipulate that written
consent shall be obtained, written consent shall be
obtained.

Conclude a written agreement with the third party to
ensure that the third party's personal information
processing activities meet the standards of personal
information protection stipulated in the relevant laws
and regulations of the People's Republic of China and
assume legal liability for infringement of the rights
enjoyed by the personal information subject as a result
of providing personal information to a third party
outside the People's Republic of China.

Provide a copy of the written agreement to the personal
information subject upon the request of the personal
information subject. In the event that commercial
secrets or confidential business information are
involved, the relevant content of the written agreement
may be appropriately processed without affecting the

understanding of the personal information subject.

(9) When entrusted by a personal information handler to
process personal information, and entrust to a third party,
the consent of the personal information handler shall be

obtained in advance, and the third party shall not be
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required to process personal information in excess of the
purposes and methods of processing agreed in Appendix |
of this Contract, "Instructions for the Cross-border Transfer
of Personal Information". The entrusted party shall
supervise the personal information processing activities of
such third party.

(10)Where personal information is used for automated

decision-making, the transparency of the decision-making
and the fairness and impartiality of the results shall be
ensured, and no unreasonable differentiation shall be
applied to the personal information subject in terms of
transaction prices and other transaction conditions. Where
information is sent or commercial marketing is conducted
to the personal information subject by means of automated
decision-making, it shall be accompanied by options that do
not target their personal characteristics or provide the
personal information subject with a convenient means of

refusal.

(11)Undertake to provide personal information handlers with

the necessary information required to have complied with
their obligations under this Contract, to allow personal
information handlers to access to necessary data files and
documents or to conduct compliance audits of the
processing activities covered by this Contract, and to
facilitate compliance audits by personal information

handlers.

(12)Keep objective records of the personal information

processing activities carried out, maintain the records for at
least 3 years, and provide relevant record documents to the
regulator directly or through the personal information

handler as required by relevant laws and regulations.

(13)Agree to accept the supervision and management of the

regulator in the relevant procedures for monitoring the
implementation of this Contract, including but not limited
to responding to the regulator's enquiries, cooperating with
the regulator's inspections, obeying the measures taken or
decisions made by the regulator, and providing written

proof that the necessary actions have been taken.
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Article 4 Impact of Local Personal Information Protection
Policies and Regulations on Contract Performance in the
Country or Region where the Overseas Recipient is
Located

(1) The parties shall ensure that they have exercised
reasonable care at the time of the conclusion of this
Contract and are not aware of any policies and regulations
for the protection of personal information in the country
or territory of the owverseas recipient (including any
requirements to provide personal information or
provisions authorizing public authorities to access
personal information) that would affect the overseas
recipient’s performance of its obligations under this
Contract.

(2) Both parties hereby declare that the following elements
have been taken into account in providing the warranties
in Clause 4(i):

1. The specific circumstances of the cross-border data
transfer, including the purpose of the personal information
processing, the type, scale, scope and sensitivity of the
personal information transferred, the scale and frequency
of the transfer, the transfer of personal information and
the retention period of the overseas recipient, the previous
experience of the overseas recipient in similar cross-
border transfer and processing of personal information,
whether any incidents related to personal information
security have occurred in the overseas recipient and
whether they have been dealt with in a timely and
effective manner, and whether the overseas recipient has
received requests for personal information from public
authorities in the country or region in which it is located
and how the overseas recipient has responded.

2. The personal information protection policies and
regulations of the country or region where the overseas
recipient is located, including the following elements:

(a) Information on the laws and regulations and

generally applicable standards for personal

information protection in force in that country or
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(6)

region;

(b) Regional or global organizations and binding
international commitments entered into by such
country or region in terms of personal information
protection;

The

information protection in the country or region, such

mechanism  for

(c) implementing  personal
as whether there are supervision and law enforcement
agencies and relevant judicial agencies to protect
personal information, etc.

The overseas recipient warrants that, at the time of the
assessment under subsection 2 of this section, it has made
its best efforts to provide the personal information handler
with the necessary and relevant information.
Both parties shall document the process and results of the
assessment conducted under Clause 4(ii).
If the overseas recipient is unable to perform this Contract
due to changes in the personal information protection
policies and regulations of the overseas recipient’s country
or region (including changes in the laws of the overseas
recipient’s country or region, or the adoption of mandatory
measures), the overseas recipient shall notify the personal
information handler of the aforementioned changes as
soon as it becomes aware of them.

If the overseas recipient receives a request from a

government department or judicial body in the country or

region in which it is located to provide personal
information under this Contract, it shall immediately

notify the processor of the personal information.
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Article 5 Rights of Personal Information Subject

The parties agree that personal information subjects have the
following rights as third parties beneficiary of this Contract:

(1) According to relevant laws and regulations, personal

information subjects have the right to know, the right to
decide, the right to restrict or reject others’ processing of
their personal information, the right to consult, the right to
duplicate, the right to correct and supplement, the right to
delete, and the right to request explanations on their

26/ 40




RADENTONS

dentons.cn

(2 HIPMNERERERT O L
I NG BAT A BRI, A AE B A
A LAE SR NG B ACHE 3 R HGE 24 1 e S
W, BE B RIAMEWOT IREER. A
5 R ACEE TR SE BN, N I AN I R A
SNEISCTT B ST .

(=) BAMEWTT N A # BN 1E BAL
HEE R @A, SEREAN NG R ERRE
K, FEE IR A LA A B AR AR
FAEREE I A IR . SAMENTT N 2
LR ZERTT EW 5 ERTE S 7L, 4
B, SEREHE I NE B A RE R

(W) BEAMRBTTEAAN NME B AR
TR, B E RN AME B B HIE A R
B, PARAS N B AR 1 A R LA 52 H
BRI SR AR RO IR AR .

(1) MANERFEEIENE GRS =TT
52 i N BURIE A& 7] 2%k 1) A N5 BALBE
B IS EWCTT 1 — 7 B X7 E IR IFEK
JEAT A G FRBUT 54 NG B FAEBUFIAE R
TFHI%K:

L 5%, HE RS NI,
HET. BRSNS

25 =0k, HEE=SRE-EWEE 2 HAG
4 H. SHhi. B0 B0, B+
=TkRS.

BEEDUSK, (HEBNUAREE LI, 25 NTkR
Sro

4.5 5 %

5.5 6 %%

6.55 J\ 255 I, =10,

7SR LI

Ry E AR AR B AR HE (P
e NRILAEA NG BORTE) ZAH KR

1Tl o

/|

)

©)

(4)

®)

personal information processing rules.

When the personal information subject requests to
exercise the above-mentioned rights to the personal
information transferred abroad, the personal information
subject may request the personal information handler to
take appropriate measures for realization, or directly make
a request to the overseas recipient. If the personal
information handler is unable to realize it, it shall notify
and request the overseas recipient to assist in realization.
The overseas recipient shall, as notified by the personal
information handler or requested by a personal
information subject, realize the rights exercised by the
personal information subject in accordance with relevant
laws and regulations within a reasonable time limit. The
overseas recipient shall truthfully, accurately, and
completely notify the personal information subject of
relevant information in a conspicuous manner and in
intelligible language.

If the overseas recipient rejects the requests of personal
information subject, it shall notify the personal
information subject of its reasons for refusal and the
channels for the personal information subject to lodge
complaints to the relevant regulatory institutions and seek
judicial remedy.

As the third-party beneficiary of this Contract, the
personal information subject has the right to claim and
require the performance of the following clauses related to
the rights of the personal information subject under this
Contract from either the personal information handler or
the overseas recipient:

1. Article 2, except Article 2(5), 2(6), 2(7) and 2(11).

2. Article 3, except Clauses 3(7)b and d, 3(9), 3(11),
3(12), 3(13) .

3. Atrticle 4, except Clauses 4(4) and 4(6).

4, Article 5;

5. Article 6;

6. Article 8(2), 8(3).

7. Article 9(5).
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The above agreement shall not affect the rights and interests of

the personal information subject in accordance with the

Personal Information Protection Law of the People’s Republic

of China.
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Article 6 Remedies

@)

@)

@)

(4)

®)

(6)

The overseas recipient shall identify a contact person to
respond to enquiries or complaints concerning the personal
information processing. The overseas recipient shall
inform the personal information handler of the contact
information and inform the personal information subject of
the contact information in a concise and easily
understandable manner, either through a separate notice or
an announcement on its website, as follows:

Contact person and contact details (office phone or email)

In the event of a dispute concerning compliance with this
Contract between the personal information subject and a
party, the party shall notify the other party, both parties
shall cooperate to resolve the dispute.

If the dispute cannot be amicably settled and the personal
information subject exercises the rights of a third-party
beneficiary in accordance with Clause 5, the overseas
recipient shall accept the following rights and interests
claims of the personal information subject:

1. Lodging complaints to regulatory institutions;

2.Filing a lawsuit with the court specified in Clause 6(vi).

The parties agree that the personal information subject
shall exercise the rights of a third-party beneficiary in
relation to disputes under this Contract, and where the
personal information subject chooses to apply the relevant
laws and regulations of the People’s Republic of China,
his or her choice shall be honored.

If the parties agree that the personal information subject
shall exercise the rights of a third-party beneficiary in
relation to a dispute under this Contract, the personal
information subject may file a lawsuit with a competent
people’s court in accordance with the Civil Procedure Law
of the People’s Republic of China.

The parties agree that the choice made by the personal
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information subject to defend his or her rights will not
diminish the right of the personal information subject to

seek redress under other laws and regulations.
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Article 7 Termination of Contract

@)

@)

@)

(4)

If the overseas recipient breaches its obligations under this
Contract, or if there is a change in the personal information
protection policies and regulations of the overseas
recipient’s country or region (including a change in the
laws of the overseas recipient's country or region, or the
adoption of mandatory measures), resulting in the
overseas recipient being unable to perform this Contract,
the personal information handler may suspend the
provision of personal information to the overseas recipient
until the breach is rectified or this Contract is terminated.
Under any of the following circumstances, the personal
information handler has the right to terminate this Contract
and notify the regulatory institution when necessary:

1. The personal information handler suspends the transfer
of personal information to the overseas recipient for
more than one month in accordance with Article 7(1);

2. The overseas recipient’s compliance with this Contract
will violate the laws and regulations of the country
where it is located;

3. The overseas recipient is in serious or persistent breach
of its obligations under this Contract;

4. According to the final decision which cannot be
appealed by the competent courts or the regulatory
institutions of the overseas recipient, the overseas
recipient or the personal information handler violates
the provisions of this Contract;

In the case of subparagraph 1, 2 or 4 mentioned above,
the overseas recipient can also terminate this Contract.
Both parties agree to terminate this Contract, but the
termination of this Contract does not exempt the parties
from the obligation of personal information protection in

the process of personal information processing.

Upon termination of this Contract, the overseas recipient
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shall promptly return or delete the personal information it
has received under this Contract (including all backups)
and provide a written explanation to the personal
information handler. Where deletion of personal
information is technically difficult to achieve, processing
other than storage and taking the necessary safety

protection measures shall cease.
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Article 8 Liability for Breach of Contract

@)

)

®3)

Each party shall be liable for any damage caused to the
other party as a result of its breach of this Contract.

The liability between the parties is limited to the losses
suffered by the non-breaching party.

Where both parties are jointly and severally liable in
accordance with the law, the personal information
subject shall be entitled to request either or both parties to
assume responsibility. Where one party assumes liability
in excess of its share of liability, it shall be entitled to

recover from the other party.
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Article 9 Miscellaneous

1)

)

@)

(4)

In the event of a conflict between this Contract and any
other existing agreements between the parties, the clauses
of this Contract shall prevail.

The relevant laws and regulations of the People’s Republic
of China shall validity,

performance, interpretation, and any dispute between the

apply to the formation,

parties arising out of this Contract.

Notices given shall be sent by e-mail, telegram, telex,
facsimile (with a confirmation copy sent by airmail) or
registered airmail to (specific address) or by written notice
to an alternative address to that address. A notice under
this Contract shall be deemed to have been received
days after the date of postmarking if sent by registered
airmail or __ business days after the date of sending if sent
by email, telegram, telex or fax.

Disputes between the parties arising out of this Contract
and the recovery by either party from the other party for

the first indemnification of the personal information
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subject’s liability for damages shall be settled by
negotiation; if such negotiation fails, either party may
settle the matter by the following means (if arbitration is
chosen, please tick the arbitration institution):
1. Arbitration. Submit the dispute to
o China International Economic and Trade Arbitration
Commission
o China Maritime Arbitration Commission
o Beijing Arbitration Commission (Beijing International
Avrbitration Center)
o Shanghai International Arbitration Center
o Other arbitral institutions that are members of the
Convention on the Recognition and Enforcement of
Foreign Arbitral Awards__
Arbitration shall be conducted at (the

place of arbitration) in accordance with its arbitration
rules valid at that time;

2. Lawsuit. File a lawsuit with the People’s Court of the
People’s Republic of China which has jurisdiction in
accordance with the law.

(5) This Contract shall be interpreted in accordance with the
provisions of relevant laws and regulations and shall not
be interpreted in a manner inconsistent with the rights and
obligations prescribed by relevant laws and regulations.

(6) This Contractshall be servedin___copies, the personal
information handler and the overseas recipient separately

hold copyl/ies, with equal legal effect validity.

AEFELE M) 1T
MWNEISYsEE
F___A H
AR -
F H H

This Contract is signed in (location).
Personal information handler:

(Day) (Month) _ (Year).
Overseas Recipient:

(Day) (Month) _ (Year).
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Appendix 1: Description of Cross-border Transfer of Personal Information

dentons.cn

Appendix

The details of the cross-border transfer of personal information

under this Contract are as follows:

@)
@)
®3)
(4)

Q)

(6)

()
(8)

(9)

The purpose of the transfer:
The manner of the transfer:
The amount of personal information transferred:
Categories of personal information transferred abroad
(refer to GB/T35273 Information Security Technology -
Personal Information Security Specification and relevant
standards)

Categories of sensitive personal information cross-border
to GB/T35273

Technology - Personal Information Security Specification

transfer (refer Information Security
and relevant standards, if applicable) :
The overseas recipient shall only provide personal
information to the following third parties outside the
People’s Republic of China (if applicable):
The method of the transfer:
Retention period after cross-border transfer:

(Day) (Month) (Year) to

(Day) (Month) (Year)

Storage location after cross-border transfer

(10) Others (fill in as appropriate)

P 2: 305 40 % KAt 2K

Appendix 2: Other Terms Agreed by Both Parties (if necessary)
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Annex 5

MNE BRI EIPPER S BEBO
(HERR)

Personal Information Protection Impact Assessment Report (Template)

(Version of Cross-Border Transfer of Personal Information)

Name of Personal Information Handler: (Seal)
# A H

(YYYY/MM/DD)
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—. PHETAERR

I. Brief Introduction of Assessment

PG TART RGO, GERIER A HEUEIL . St . seitiy NENE . WHE =TS S
PR, USRI UM AR A S L e 2 B PP RO DL, JFEMSC A T N 56 =7 U A %

The report shall describe the implementation of assessment, including the start and end time, organization,
implementation process, and implementation method, etc. If a third party organisation is involved in the assessment,
the basic information of the third party organisation and its involvement in the assessment should be stated and the

official seal of the third party organisation should be affixed on the relevant content page.
Z. HEESRAENR
I1. Overall Information of Cross-border Transfer Activities

TEAR U NG BAC BB ARG O DG B IR A S AE B RS, I AGE RGN,
NG BB 2 e R DL BEAMEBOT L RS LE L e . BAEANIR T

Provide details of the personal information handler, the business and information systems involved in the cross-
border transfer of personal information, the information of the personal information transferred abroad, the security
capabilities of personal information handler, the information of overseas recipient, and the information of legal

documents agreed. This part includes, but is not limited to:
(—) MME BALFEE B AL
1. Basic information of personal information handler
1. HYPBE N NEAER,
A. Basic information of organization or individual;
2 AR R SE B2 ) N A5 S
B. Information of equity structure and actual controller;
3L B
C. Information of organization structure;

4ANE BRI UG 25
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D. Information of personal information protection body;
584K\ 55 5 N5 BN

E. Overall information of business and personal information;
6. 55 N AR BTG IO o

F. Information of domestic and overseas investment.

(=) DMNE BB SO B AE B RSG50

2. Information of business and information system involved in cross-border transfer of personal

information
LA NG B ST olh 55 1 FEAAE I
A. Basic information of business involved in cross-border transfer of personal information;
2.0 NME B EG Kol 55 1A N S SR 5 A A0

B. Information of the collection and use of personal information related to the business of cross-border

transfer of personal information;
3 NG BB Kol 55 IS B R GEG s
C. Information of system related to the business of the cross-border transfer of personal information;
AN N BB B oo (BE TR B0

D. Information of data centers (including cloud services) related to cross-border transfer of personal

information;
5./ N A5 S BE R R AH S DL
E. Information of cross-border transfer of personal information links.
(=) B ANE B
3. Information of personal information to be transferred abroad

Lt N5 B AL B H M SMEOT A A NE BRI H B JelL 7o, REGENE. B4k, b
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A. lllustrate the purpose, scope, method, as well as the legality, legitimacy, and necessity of the processing of

personal information by personal information handler and overseas recipient;
2T A NG B YaHL FhE. U,
B. lllustrate the scale, scope, type, and sensitivity of personal information transferred abroad;

BTN NE BN ARG T 6 Bl OSEEL, HRINRRFER RS T 6. BdEtho

.
%,

C. The conditions of system platform and data center where the personal information proposed to be transferred
abroad are stored domestically, and the system platform and data center where the personal information are stored

after the cross-border transfer;
4N NE BB 5 F B HAb s OTT SR BE 15 10
D. Information of providing personal information to other overseas recipients after being transferred abroad.
(U DNE BAEHEFE AN NG BRI EEI I
4. Information of personal information security protection capability of personal information handler

IMNGERZEEHEE ), A EMASUARMGI ZRREN, SREEH. 2RISR, MakE.
AN NAB SR PRI 51 P e T S L5
A. Capability of personal information security management, including the system for organization and

management and the development of the system, the whole-process management, categorization and classification,

emergency response, the implementation of the protection of personal information interests, etc.;

2ANGERZEBOREES, BFHNNEEWE. A . L. B, 320t 297, MERSE 20
IR 2 2 g AR it 55+

B. Technical capability of personal information security, including technical security measures conducted in
the whole process such as personal information collection, storage, use, processing, transfer, provision, disclosure,

or deletion of personal information, etc.;

3ANE B Z e R A A EEN, BT R MNE BT GE. DNE BRI ERE T k%
LA ER AR MR UL
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C. Proof of the effectiveness of personal information security protection measures, such as, personal
information protection certification, personal information protection compliance audit and network security grade

protection assessment conducted;

4B NAB B AR RIEBE R B DL o

D. Information of compliance with personal information related regulations.
(1) BAMEWOTIE B

5. Information of overseas recipient

LIEAMERWCOT FE ARG L

A. Basic information of overseas recipient;

2AMENOT AL A NAF B I T4

B. The purpose and method of personal information processing by the overseas recipient;

BIEAMEITT I NG BARY RE

C. Personal information protection capability of overseas recipient;

4 ST AMENCTT P AE [ 2K B XA A A BRI 0L 5

D. Conditions of the personal information protection policies and regulations of the country or region where

the overseas recipient locates;
5.5 /M7 AL B NS BRI AR I A A
E. Description of the whole process of personal information processing by the overseas recipient.
(N AN BAREE ) O 75 230 ] A H Al o
6. Other circumstances that personal information handler considered that should be explained.
= MHSESIRR RIS E R
I11.  Impact Assessment on Cross-border Transfer Activities

AN B IR I IR PP SO0, E U I PPt AL I EURT XU R, LR AR R B XA
Jit e B SUHOCR

37/ 40



xﬁ‘k D E N TO N S dentons.cn

Explain the impact assessment one by one for the following items, focusing on the problems and potential

risks found in the assessment, as well as the corresponding rectification measures and rectification effects.
(—) MNE B FRE MG AMESOT /B SR ) B i) Yo 7R AR e k. DN,

1.The legality, legitimacy, and necessity of cross-border transfer of personal information and the purpose, the
scope, the method of personal information processing activities by personal information handler and overseas

recipient;

() MBENAE R, a FP2E. BUBREEE, S B BTAT REX N A B A 1 Rk
1 ARG 5

2. The scale, scope, type and sensitivity of personal information transferred abroad, the risks that corss-

border transfer of personal information may bring to the interest of personal information subjects;

(=) BRI A& AR ST LS5, BURJBAT SUE SCS5 IE BRAN SR E it RE 155 RE 75 DR
B NG B2 4

3. Whether the responsibilities and obligations committed by the overseas recipient and the ability of
management and technical measures to fulfill the responsibilities and obligations can guarantee the security of

cross-border transfer of personal information;

Bl BOA. MtdE . B BB HEAREIRIG ARHEFIHSE

CHUD AN NG R B e oA 85 = 2 )
SEPRSCHiiL /R Y

NP N RS En Al IES

4. The risks such as tampering, destruction, leakage, loss, transfer or illegal acquisition and illegal use of
personal information during and after cross-border transfer, whether the channels for exercising the rights and

interests of personal information are smooth;
(11> BEAMRWCTT BT E B 58 B s XS NS SR P BUSRANE N br e & (7] B AT IR

5. The impact of policies and regulations on the protection of personal information in the country or region of

the overseas recipient on the performance of standard contracts
ON) HAbRTRERZ AN NAF B 5 2 4R F 0.
6. Other matters that may affect the security of cross-border transfer of personal information.

WU, RSB mIPhS e
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IV. Conclusion of Impact Assessment for Cross-border Transfer Activities

ZRE LRV T DU BB R 00, RS M8 B B E s A B A v A 4518, S iEA
PPN Z5 8 BB AR 4R

Based on the above-mentioned impact assessment and corresponding rectification, an objective impact assessment
conclusion shall be made for the cross-border transfer of personal information activities to be notified, with fully

explanation on the reasons and arguments for drawing the assessment conclusion.
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FATVENIE, RSSO TIERRAE Ty MRSy DA SALSR TS B2 S 2, X ARALIRA TR AR PSS TR S A, ik P R s 4 A 38 o
K- A BR K RT3 55 T -- A 3R MR 45 R A B CE SE I R 3G, 76388 J2 423k 50 2ANE KT 125 MHIX, A N R A FE P 3 Ak B i i 1 A k7 22,
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Dentons is the world's first polycentric global law firm. A top 20 firm on the Acritas 2015 Global Elite Brand Index, the Firm is committed to challenging
the status quo in delivering consistent and uncompromising quality and value in new and inventive ways.

Driven to provide clients a competitive edge, and connected to the communities where its clients want to do business, Dentons knows that
understanding local cultures is crucial to successfully completing a deal, resolving a dispute or solving a business challenge. Now the world's largest
law firm, Dentons' global team builds agile, tailored solutions to meet the local, national and global needs of private and public clients of any size in
more than 125 locations serving 50-plus countries.

www.dentons.com.
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